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Topics

e Basic Network Terminology
* LAN/WAN/IP Address/DHCP/DNS/SSID/ISP/MAC Address/POE/WPS

* Typical residential network components and their functions
* Modems
* Routers
* Switches
* Wireless Access Points

* Installation

 Common/Recommended Settings and Maintenance



LAN — Local Area Network

* A network of computers or connected

devices within a small area (example: J »
your home) =1 /‘ .

. : T\ Y
All of the dewges that.use your ISP | P < )Wﬁ“ \?
(Internet Service Provider) connection 20 N
are part of your LAN Q_" 1 | > >

* Devices on your LAN typically can ‘ ‘g -
communicate with each other 1

without needing an internet
connection
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WAN — Wide Area Network

* The global network of computers,
i.e.: “the Internet”

* The servers and services directly
addressable with a “public” IP
address
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Cable Modem — Modulate/Demodulate

Changes the method of transporting data to/from a TV cable line
to/from an Ethernet line
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IP — Internet Protocol Address

* Written as 4 decimal numbers, each varying from 0 to
255, separated by periods

* Your WAN IP address is sometimes called your 08.160.237.27
“public” ip address

* Your LAN IP address is sometimes called your “private”
p address 192.168.1.12

* Your public address is assigned by your ISP and may
occasionally change whenever you reset or reboot

your cable modem



MAC Address — Media Access Control Address

* A hardwired unique identifier for every
network interface

* A single device having multiple network
interfaces has a separate MAC address for
each of those interfaces

e Your cable modem MAC address must be

16x4 DOCSIS 3.0 Cable Modem
Mode|: MB7420 Power Input

“registered” to your ISP account for them @ Moo Logi it

[P Address: 192.168.100.1

to allow connection to their network Voo N iadtt

Password: motorola

MTRLC LLC S/N: 0574.0MR2400.9474
torolacable.col

F (TR
e 233 | CM MAC: 0040363FB9C9
C ¥ US

MYAA
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DHCP — Dynamic Host Configuration Protocol

DHCP is the automated process by which a network-connected device
may acquire an IP address and other network information

Hello everyone, if there is a DHCP Server listening, I'd like to be
assigned an IP address on the network. My MAC ID is 0040363FB9C9
MAC ID 0040363FB9C9, we've assigned you IP address > C 0 x
98.160.237.27, you can use it for a 96 hour period.
J

:i Thanks, I'll take it.
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How is your public IP address used?

* Gives you a “phone number” on
the public internet

* Unique for a specific duration

» Used to direct a response back
to you for any requests made

* Part of it identifies your ISP, and
part of it identifies your specific
cable modem

* May be used by web sites you
visit to approximate your
location

* In combination with data from
your ISP, may be used to
uniquely identify your cable
modem at a specific point in
time

* An IP address without a domain
name association is like having
an “unlisted” phone number



1tips://iplocation.com

Exercise: open a
browser on any device

and navigate to
https://iplocation.com 08160237 164 -your

INSTANTLY LOCATE ANY IP ADDRESS

Here’s a result you
may get from a device . I

Your IP address 98.160.237.164 = B
+ 3 B e
b "\-\.‘:J.-Vhit“eb"

connected to Cox Latitude 36.0383 w g 4B -
: : T R ey [T
Communications Longitude 1151446 i adate v O B
Enterprise _E
M M Count United States / 1 ' [+ b
within SCA ¥ A

e ] i f ] 3
. 544

33 i5 2 A

Region Nevada A
Ci Las ¥
iy as Vegas L
Organization Cox Communications 4 4
e Hende, Leaflet | & OpenStreetVap
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DNS — Domain Name System

DNS is the “phonebook” of the Internet

* DNS is the process of looking up a domain name, like google.com or
facebook.com, and providing their IP address

8.8.8.8, please tell me the IP
address of facebook.com

98.160.237.164, the IP
address is 157.240.11.35

98.160.237.164

DNS Server

me the IP address of
facebook.com

192.168.1.1, please tell ]

192.168.1.12

192.168.1.1 |

192.168.1.12, the IP
address is 157.240.11.35 8.8.8.8
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Exercise: nslookup nytimes.com

On Windows 11: On Mac OS X:

1. Start menu 1. Finder

2. Search/open “cmd” 2. Applications, terminal.app
3. nslookup nytimes.com 3. nslookup nytimes.com

C:\Users\jim>nslookup nytimes.com
Server: UnKnown
Address: 192.168.1.1

Mon-authoritative answer:

W ETT nytimes.com

Addresses: 151.101.193.164
151.1081.129.164
151.101.65.164
151.161.1.164




What Does a Router Do?

* Connects to the WAN using the * Acts as a DHCP and DNS server to
public address provided to the devices connected on the LAN side
Cable Modem

* May have other features, such as
e Acts as a “firewall” device blocking, ad blocking, data

« A physical analogy is being a usage tracking, parental controls, etc.

“receptionist” for network data * May also be called a “gateway”
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Router Setup Steps

Connect Ethernet Port on Cable Modem to WAN Port on Router
Connect a computer to one of the wired LAN Ports

Update Router firmware

Change Router admin password and save with a password manager

Change your DNS servers

o U kwheE

Optionally Setup E-mail Notifications, logging, ad-blocker, network
drive, etc.



Cable Modem/Router/Laptop Wiring

1. Connect the cable modem Ethernet to the Router’s WAN port
2. Connect the laptop to one of the Router’s LAN ports

Computer connected |
to the router over
Ethemet cable WiFi or Ethernet
e
- ——

Power adapter

K

e,
=1

Coaxial cable to
cable outlet

Cable modem Router
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Laptop adapters for Ethernet

~S20 on Amazon.com
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Log into the Router’s Web interface

* Browse to the router’s Web Page using the

web address and credentials on a sticker N ETG EAR@

under the router AC1750 Smart WiFi Router
* Routers may provide a phone app to Model: R6400v2
. . . Designed by NETGEAR in California
configure basic functions, but re-
connection will be required when you

ROUTER LOGIN

http://www.routerlogin.net

Change Wi-Fi settings user name: admin

password: password

* Note the extremely secure administrative
credentials required
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Get the latest Firmware

While logged into the web
interface of the router,
navigate as required to the
router firmware update

page

Settings...

Administration...

Router Update...

Enable automatic updates...

Check right now

5/18/2022

Settings - Duma0s x +

C @ O & 1926

= NETGEAR >

XR1000 GAMING ROUTER HIGHTHAW

Dashboard » Setup
» Monitoring

Geo-Filter

» Content Filtering

j  Ping Heatmap

Qos

= Network Monitor BalROp=eiings

. .
1 Device Manager

Adblocker

Connection Benchmark

i@ Traffic controller

System Information
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OS settings @

Router Update

Check for new version from the Internet
Locate and select the upgrade file on your hard disk

Browse

Upload Cancel

Router Auto Firmware Update

Enable router to automatically update to future firmware. This keeps your router
up to date with the latest features and security fixes.
SelecT Umeaf the following options:

Enable (O Disable

Apply Cancel
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Specify your DNS Servers

. . Best Free & Public DNS Servers
i FOF |mprOVEd prlvacy, performance,

and reliability, pick your DNS servers Erovider Primary DNS | Seconciary BNS

rather than the default ones provided Google 8.8.8.8 8.8.4.4

by your ISP Quad?9 90999 149.112.112.112
* Online search can provide alternatives OpenDNS Home 208.67.222.222 208.67.220.220
* Some browsers may default to Cloudflare 1111 1.0.0.1

“encrypted” DNS, where they directly

. CIeanBrowsing 185.228.168.9 185.228.169.9
choose their DNS server

Alternate DNS 76.76.19.19 76.223.122.150

Enable DNS over HTTPS

AdGuard DNS 94.140.14.14 94.140.15.15

Use Provider Cloudflare (Default)

Source: https://www.lifewire.com/free-and-public-dns-servers-2626062
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Configure E-mail Notifications from Router

* Most modern routers provide a way Include in Log

to notify you via e-mail of interesting
events being seen by the router

* Some e-mail providers may require
special setup to accept e-mail sent
by your router

* Gmail users with 2-factor
authentication will need an “app
password” to use in the router

* You can be periodically e-mailed a
log with a choice of information to
include

v

v
v
v
v
v
v
v
v

Attempted access to allowed sites

Attempted access to blocked sites and services
Connections to the Web-based interface of this Router
Router operation (startup, get time etc)

Known DoS affacks and Port Scans

Port Forwarding / Port Triggering

Wireless access

Automatic Internet connection reset

Turn off wireless signal by schedule
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Configure Ad-
Blocker

* DNS lookup requests for
ads and tracking-related
sites can typically be 15-
30% of the total queries
from devices on your
network

* Router ad-blockers do
their job by discarding any
DNS queries to known
ad/tracking sites

5/18/2022

Total queries (4 clients)

51,830

Domains on Adlists

125,507

Percentage Blocked
20%

Total queries over last 24 hours

1600

1400

1200

1000
200 Crieriss frotn 14:10:00 tuu-ws;
600 1} nun I‘!eli DINS iefies §ox=

5 o Illnlllllﬂllllllm

u"n\o 0‘3%0 Q@QQ@@ @égﬁ Q’c n‘ﬁ :P \0‘3 ,LQQ ,,',QQ &+ n‘f'&o‘) -‘aP%o qpﬁ

lI|]|||l||

ﬂﬁa

o

Client activity over last 24 hours

1600

Egﬁ dlﬂﬂhlﬂhldlﬂ“hlﬂlMJLMlMundhlmlmdhhmmmmmmm "|||||

Q;} Q\Q QQ fhﬁ QD:Q @ QQ 6\0% -QQ QQ -QQ @ 'LQ ‘\“SP \Q’QG \690: \1@ J\%@ \Q}'@ @_QQ 1\@9
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Configure a shared network drive

Plug a USB drive into the router
Log into the router admin page

For Netgear routers, under “Settings”,
“USB Functions”, “ReadySHARE Storage”

Enable “Network
Neighborhood/MacShare”, link defaults to
\\readyshare

Under Windows 11 File Explorer, right-
click “This PC”, “Show More Options”,
“Map Network Drive”,
“N\readyshare\USB_Storage”
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General Saecurty PreviousVersions Quota Customize

o LSEB_Storage

Type Metwork Dnve

File system NTFS

. Used space 491 520 bytes 480 KB
Free space 15.996 567 552 byles 148GB
Capacity 16,997 069,072 bytes 148 GB

Dnve Z

Allow files on this dnve fo have contents indexed in addition fo file
prop erfies

CK Cancel
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Switches

Extend the number of wired
network connections on your LAN

* A four port switch is often
integrated with routers

* Some switches provide POE
(Power Over Ethernet) to allow
some network devices (such as
cameras and wireless access
points) to be powered through
the Ethernet wire
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® Wi-Fi Access Point

A Wi-Fi Access Point (AP) is a device which
provides Wi-Fi connectivity to your LAN

* Wired somewhere to your LAN, or often
integrated with a router (“wireless router”)

* Good placement important for best
coverage and speeds

* Coverage can be improved with extenders
or mesh devices

» Often powered by POE

~ = = o

4
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® Wi-Fi 2.4GHz vs. 5GHz

These bands are used for Wi-Fi access

* 2.4GHz provides wider coverage at slower speeds

* 2.4GHz band has more interference than 5GHz

* 5GHz provides faster speeds with a smaller coverage area

2.4GHz VS 5GHz
m 2 4GHz m5GH:z

s
]

|
]

N
el T
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Generation

Wi-Fi 7
Wi-Fi 8E
Wi-Fi 6
Wi-Fi 5
Wi-Fi 4

(Wi-Fi 3%)
(Wi-Fi 2%)
(WI-Fi 1%)
(WI-Fi 0%

Wi-Fi Generations

Maximum

Linkrate
Standard ;

(Mbit/s)
802.11be 40000
802 11ax | 600 to 96086
802.11ac | 433 1o 6933
802 11n 72 to 600
802.11g 6 to 54
802 11a 6 to 54
802.11b 1 to 11
802.11 1i0 2

Radio

Adopted Frequency

TBA
2020
2019
2014
2008
2003
1989
1999
1997

(GHz)*!
2.4/15/6
2.4/5/6

2.4/5
5
2.415
2.4

2.4
2.4

* (Wi-Fi 0, 1, 2, 3. are unbranded common usage [2940])

Source: Wikipedia

5/18/2022

Wi-Fi Standards Comparison

Any new purchases of a residential
wireless device should be at least
Wi-Fi 6 generation

James Corona - SCA Advanced Topics
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?SSI D — Service Set |dentifier

A very fancy acronym for the name of a Wi-Fi connection

* You can choose NOT to “broadcast” the SSID for additional network
security

e 32 Character Limit
e Case sensitive
* No spaces



N

?WPS (Wi-Fi Protected Setup)

* Provides an easy way to
connect devices to a Wi-Fi
access point

» Recommended to DISABLE 1
due to security issues it s pee i
* Not available on Apple
devices g =
- -
pr— Y= v
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?Wi-Fi Setup

Log in to your wireless access point web page from a
wired computer:

* Disable WPS

* Choose an easy (for you) to remember SSID

* Choose to broadcast your SSID or not

e Choose which bands to use: 2.4GHz, 5GHz, or both



o

?Wi-Fi Setup (con’t)

* Pick the most secure encryption method available: WPA2 or WPA3
* Generate and save a good password using a password manager

* Choose whether to provide a guest network, then repeat setting all
the previous options for the guest network

* Choose whether to allow the guest network connected devices to
communicate with other devices on your network



. . P,
Wired vs. Wireless? % ?

Wired Wireless

* Better, consistent connection speeds * Connection speed inconsistent and subject to location

* No configuration involved * SSID, password must be configured at each device

* Improved Security * Reduced security

* Device must be located near a network e Convenient, device can be located anywhere within
jack/switch/router range

Recommendations:

* |If the device is stationary and near a jack/switch/router, wire it.

* If the device and access point support Wi-Fi 6, 5GHz, and they are close, use wireless
* Anything else, run a speedtest to see if the difference matters enough



Checking WAN network performance

. 7~ N\ = = =
¢ RUI"I an |ntern et SDEEdteSt @ PING m: ©) DOWNLOAD Mbps (%) UPLOAD Mbps
from a device 815.99 35.35
https://speedtest.net e
. Ping: round trip delay fora . Rk

(] 1 2 3 4 3 6 7 8 2 10

tiny amount of data

* Download: Speed that data
can come from the internet

to your device Download speed of 815.99 Mbps (Megabits per second)
Divide by 8 for MBps (Megabytes per second) = 102 MBps
» Upload: Speed that data Y Ps (Megabytes per second) P

can be sent to the internet
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What did you Learn?

* How to hook up a cable modem

* How to hook up and configure a router and wireless
access point

* How to update firmware in a router

* How to choose a good wireless access point location

* How to configure DNS, DHCP, Wi-Fi, with good encryption
* Tradeoffs between wired and wireless

* Tradeoffs between 2.4GHz and 5GHz wireless
connections

Vocabulary

|P Address, LAN,
WAN, MAC Address,
Modem, Router,
Switch, DNS, DHCP,
POE, WPS, SSID, Wi-
Fi Standards



https://iplocation.com

using an “anonymous”
browser or a VPN
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— G A hitps:/iplocation.com

IP LOCATION

INSTANTLY LOCATE ANY IP ADDRESS

This free online tool allows you to see the geographical location of any |P address. Just input the IP address and you will be
shown the position on a map, coordinates, country, region, city and organization.

5183.131.42 - your IP

Your IP address
Latitude
Longitude
Country
Region

City

Organization

518313142 _

52.2484

21.0026

Poland

Mazovia

Warsaw

OVH SAS

/ Nd&'ﬂuz’wsﬁ
|| wPark Krajobrozowy

Leaflet|je OpenStreetMap
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